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13 Principlesfor a state surveillance framework

Reporters Without Borders (RWB) joins the Assooiatfor Progressive Communications
and more than 215 other organizations in calling tfe adoption of the “International
Principles on the Application of Human Rights ton@ounications Surveillance,” which
were developed by Access, Electronic Frontier Fatind and Privacy International in
consultation with a group of international experts.

Privacy is a fundamental human right, and is céntrathe maintenance of democratic
societies. It is essential to human dignity, reioés other rights, such as freedom of
expression, information and association, and i®geised under national, regional and
international human  rights  instruments. This  Cdluncrecognized  with
A/HRC/RES/20/8 “the same rights that people hafknef must also be protected online.”
However, in recent years, many States have dewelopgional legal frameworks and
practices that exploit the capacities of new tetdgies to engage in mass surveillance.
Those frameworks reflect a shift from surveillaméecommunications based on the rule of
law (in particular legally authorised targeted siltance based on clear criteria) to mass
surveillance through untargeted collection of comivations data of ordinary citizens
where no lawful grounds for surveillance existse3é national legal frameworks often
contain outmoded definitions of communications tpatport to distinguish between the
content of communication, versus data about thenwamnication. Typically, the content of
communications is strongly protected whereas nanesd transactional data, traffic data,
or “meta-data” is typically given much less protect even though it can be just as
revealing and have serious privacy implications.

Activities that restrict the right to privacy, imtling communications surveillance, can only
be justified when prescribed by law, are necessargichieve a legitimate aim, and are
proportionate to the aim pursued. During the presession of the Council, Member States
will consider a report on challenges facing Statetheir efforts to secure democracy and
the rule of law. Arbitrary, secretive and non-taegemass surveillance is indicative of a
broader breakdown in democratic principles andrthe of law. We urge these Member
states to adopt surveillance frameworks consistéhtthe Principles, summarized below.

As more technologies facilitate State surveillanEeommunications, States are failing to
ensure that laws and regulations related to comeations surveillance adequately protect
international human rights, in particular the rigtd privacy and freedom of expression and
association. These Principles attempt to explaiw kaisting international human rights
law applies in the current digital environment, tmadarly in light of the increase in and
changes to communications surveillance technolagielstechniques.

The Principles concentrate on the core issue: hawegisting human rights laws,
jurisprudence and norms protect the informatiorindiividuals in light of technological
developments?

They provide civil society groups, industry, Staéesl others with a framework to evaluate
whether current or proposed surveillance laws arattizes are consistent with human
rights.

This initiative is the outcome of a global constitta with international experts in
communications surveillance law, policy and tecbggl from civil society, industry and
elsewhere. It is fully consistent with the vieveken by UN Special Rapporteur on the
right to freedom of opinion and expression FrankRLee in his report on State surveillance
of the Internet (A/HRC/23/40).
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The determination of whether a State may conduptngonications surveillance must be
consistent with the following summarized principtes

Legality

Any limitation to the right to privacy must be peebed by law. Given the rate of
technological changes, laws that limit the rightpiavacy should be subject to periodic
review by means of a participatory legislative egulatory process.

Legitimateaim

Laws should only permit communications surveillarmoe specified State authorities to
achieve a legitimate aim that corresponds to agmauhntly important legal interest that is
necessary in a democratic society.

Necessity

Laws permitting communications surveillance by 8tate must limit surveillance to that
which is strictly and demonstrably necessary toiea@h a legitimate aim. The onus of
establishing this justification, in judicial as Wab in legislative processes, is on the State.

Adequacy

Any instance of communications surveillance ausedi by law must be appropriate to
fulfil the specific legitimate aim identified.

Proportionality

Communications surveillance should be regarded higldy intrusive act that interferes
with the rights to privacy and freedom of opiniomdaexpression, threatening the
foundations of a democratic society. Decisions alsommunications surveillance must be
made by weighing the benefit sought to be achieagainst the harm that would be caused
to the individual’s rights.

Competent judicial authority

Determinations related to communications surveitamimust be made by a competent
judicial authority that is impartial and indepenten

Due process

Due process requires that States respect and geearamdividuals’ human rights by
ensuring that lawful procedures that govern angrfatence with human rights are properly
enumerated in law, consistently practiced, andlabi to the general public.

User notification

Individuals should be notified of a decision authimg communications surveillance with
enough time and information to enable them to apgpeadecision, and should have access
to the materials presented in support of the agfiin for authorisation.

Transparency

States should be transparent about the use and smfopommunications surveillance
techniques and powers. States should provide uhaivs with sufficient information to
enable them to fully comprehend the scope, natndeagpplication of the laws permitting
communications surveillance. States should enabklwice providers to publish the
procedures they apply when dealing with State comations surveillance.

The full text can be accessed at https://neceasdpyoportionate.org/, and http://en.rsf.org/rwb-
signs-international-principles-31-07-2013,45001 Ihtm
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Public oversight

States should establish independent oversight méstha to ensure transparency and
accountability of communications surveillance. Gigit mechanisms should have the
authority to access all potentially relevant infatimn about State actions, including, where
appropriate, access to secret or classified infaoma

Integrity of communications and systems

In order to ensure the integrity, security and @ciw of communications systems, and in
recognition of the fact that compromising security State purposes almost always
compromises security more generally, States shoold compel service providers or
hardware or software vendors to build surveillameemonitoring capability into their

systems, or to collect or retain particular infotima purely for State surveillance purposes.

Safeguardsfor international cooperation

In response to changes in the flows of informatiang in communications technologies
and services, States may need to seek assistanoe dr foreign service provider.

Accordingly, the mutual legal assistance treatM&ATs) and other agreements entered
into by States should ensure that, where the ldwnare than one state could apply to
communications surveillance, the available standdti the higher level of protection for

individuals is applied. States may not use MLAT qasses and foreign requests for
protected information to circumvent domestic legaktrictions on communications

surveillance.

Safeguards againgt illegitimate access

States should enact legislation criminalising #legommunications surveillance by public
or private actors. The law should provide suffitiemd significant civil and criminal
penalties, protections for whistle blowers, andnass for redress by affected individuals.
States should also enact laws providing that, afteaterial obtained through
communications surveillance has been used for thpgse for which information was
given, the material must be destroyed or returndtie individual.

During HRC23, civil society groups made a statenterihe Council expressing:

“strong concern over recent revelations of suraeie of internet and telephone
communications of US and non-US nationals by theegument of the United

States of America and the fact that US authoritiezkes the results of that
surveillance available to other governments sucthadJnited Kingdom. Of equal

concern is the indication of apparent complicity fme US-based Internet
companies with global reacR.”

In that statement, groups requested that the Higimr@issioner prepare a compilation of
national States surveillance policies and practicgdace to assess their impact on human
rights standards.

Today we call on statesto:

 recognise that surveillance threatens the humanrtsritp privacy and freedom of
expression and association, and to put these Pl@sciat the heart of their
communications surveillance frameworks.

Civil Society Statement to the Human Rights Coungitlee impact of State Surveillance on Human
Rights addressing the PRISM/NSA case: http://bestigitérism-nsa/
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e commit to ensuring that advances in technology dblead to disproportionate
increases in the State’s capacity to interfere thiehprivate lives of individuals.

» We also support requests made by civil society ggoim their statement during
HRC23

We call upon the human rights council to:

« reaffirm its commitment to promoting the right teivacy in light of evolving
technological challenges;

« establish a framework for national guidelines samtb the Council-endorsed United
Nations Guiding Principles on Business and Humagh®i (A/HRC/RES/17/4) by
which surveillance activities of each State canmédngewed and assessed during the
UPR process and by the relevant Treaty Bodies ipswhat are consistent with
these Principles, the Special Rapporteur’s repa&fHRC/23/40, and resolutions
A/HRC/RES/17/4 and A/HRC/RES/20/8, as well as vathrelevant international
human rights instruments.

Finally we support the recommendation of Speciapgoateur La Rue that the Human
Rights Committee consider developing a new Gen€ahment on Article 17 of the
ICCPR protecting the right to privacy in a mannensistent with these Principles.




